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[57] ABSTRACT 

A method and circuitry for generating N-bit parallel 
CRC code from an N-bit parallel data input source. A 
generating polynomial function is used to express an 
array of exclusive-OR gates to which the N-bit parallel 
data inputs are applied. A plurality of N latches is pro- 
vided and connected to the exclusive-OR gate array in 
a feedback fashion to provide the plurality of N-bit 
parallel CRC codes according to the polynomial func- 
tion. 

10 Claims, 2 Drawing Sheets 
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PARALLEL CYCLIC REDUNDANCY CHECK 
CIRCUIT 

BACKGROUND OF THE INVENTION 5 

The present invention pertains to cyclic redundancy* 
check (CRC) circuitry and more particularly to cir- 
cuitry for the generation of CRC information over a 
number of parallel bits of data. 

Modern day technology permits the transfer of large *° 
amounts of data between computer or communication 
systems. During transmission these bits may become 
altered, thereby creating an error. In order for one 
computer system to detect when data sent by another 
computer system has an error, certain status informa- 15 
tion is often transmitted along with the data This status 
information may include parity (even or odd), longitu- 
dinal redundancy check character, or cyclic redun- 
dancy check character. These are the most commonly 
used forms for checking the integrity of transmitted 20 
data. 

For CRC generation, data bits are typically serially 
input into a CRC generation circuit in order to produce 
the appropriate CRC character or code for transmission 
along with the data. The serial processing for the gener- 25 
ation of the CRC character is relatively slow when 
compared with the parallel processing performed by 
most computers. This parallel processing takes the form 
of 8-bit, 16-bit, etc. bits of parallel information. It is 
therefore desirable to speed up the CRC generation 30 
process. 

One such attempt at more rapid generation of a CRC 
character is shown in U.S. Pat No. 4,593,393, issued on 
June 3, 1986, to B. Mead et al. entitled "Quasi Parallel 
Cyclic Redundancy Checker" and assigned to the same 35 
assignee as the present invention. This patent teaches 
performing some of the tasks in parallel. However, the 
CRC information is still generated 1 bit at a time. 

U.S. Pat. No. 4,454,600, issued on June 12, 1984, to B. 
Legresley and U.S. Pat. No. 4,498,174, issued on Feb. 5, 40 
1985, to B. Legresley show quasi parallel CRC charac- 
ter generation. These U.S. Patents present complicated 
solutions to the CRC generation problem. Further, they 
are not truly parallel circuits since input selectors 21, 22, 
23 and 24 select either one of the input bits for CRC 45 
calculation purposes. Therefore, these circuits are 
somewhat parallel, but extremely costly and complex in 
design having random access memories comparators 
and multiple-bit storage devices, along with address 
generation and selection generation circuitry. 50 

Accordingly, it is an object of the present invention 
to provide a parallel CRC generation circuit with a 
minimum of hardware for reducing the number of clock 
cycles for CRC generation. 

SUMMARY OF THE INVENTION 55 

In accomplishing the object of the present invention, 
a novel, parallel cyclic redundancy character circuit is 
shown. 

A parallel CRC generator circuit provides N-bit par- 60 
allel CRC code output from an N-bit parallel data input 
of a digital source. The parallel CRC generator circuit 
includes a gating array which is connected to a digital 
source. The gating array operates in response to the 
N-bit parallel data input to produce a plurality of binary 65 
outputs according to a predefined generating polyno- 
mial function. The CRC generator circuit also includes 
a latching array which is connected to the gating array. 
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The latching operates to store certain ones of the plural- 
ity of binary outputs which represent the N-bit parallel 
CRC code. 

BRIEF DESCRIPTION OF THE DRAWING 

FIG. 1 is a block diagram of an interface for a parallel 
CRC circuit. 

FIG. 2 is a schematic diagram of an 8-bit parallel 
implementation of the CRC circuitry of FIG. 1. 

FIG. 3 is a flow chart of the method for generating 
parallel CRC circuitry. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

CRC characters or codes are commonly used to in- 
sure the validity of data transmitted between digital 
systems. These CRC codes condense lengthy amounts 
of data into a relatively small code which can be com- 
pared to a reference code to detect errors in data trans- 
mission or storage. 

CRC codes are generated with linear feedback shift 
register circuits. A linear feedback shift register takes 
input data and shifts through a series of flip-flops on 
successive clock cycles. Combinations of the shift regis- 
ter output and data input are fed back to the flip-flops 
via exclusive-OR gates. The state of the flip-flops upon 
completion of the shifting process is the CRC code. 

A feedback shift register can be defmed in terms of a 
generator polynomial P(x), which relates the input data 
and the CRC code via a polynomial expression. A gen- 
eral form of the generator polynomial is expressed be- 
low: 

where n is the number of bits and M +" is an exclusive- 
OR operation. 

For a particular serial CRC code generator/checker, 
serial-to-parallel logic transformation techniques may 
be applied to produce a parallel CRC generator/- 
checker. FIG. 1 is a block diagram of a parallel CRC 
generator/checker circuit. FIG. 1 shows 8-bit parallel 
data source 1 being connected via 8-bit bus 3 to the 8-bit 
parallel CRC circuit 2. The CRC output code is gener- 
ated on 8-bit parallel bus 4. For each clock pulse sup- 
plied to the clock lead, 8 bits of parallel data are trans- 
ferred from source 1 to CRC circuit 2 via 8-bit bus 3. 
Parallel CRC circuit 2 calculates the CRC code and 
upon the next clock pulse, that CRC is output on bus 4 
while simultaneously the next 8 bits for CRC calcula- 
tion are transferred from source 1 to CRC circuit 2. 

By applying the serial-to-parallel logic transforma- 
tions to a basic serial CRC generator circuit and by 
minimizing the structure of the resulting circuit via 
Boolean algebra, the 8-bit parallel CRC circuit of FIG. 
2 is derived. This parallel CRC circuit of FIG. 2 "looks 
ahead" 8 bits at a time relative to a serial CRC circuit. 
This circuit generates during one clock cycle the same 
states of output flip-flops as are created in eight clock 
cycles of a serial CRC circuit. In order to "look ahead" 
8 bits, 8 consecutive bits of input data must be made 
available at one time to this circuit via the V0 through 
V7 leads. 

The data inputs V0 through V7 are connected to 
various exclusive-OR gates of exclusive-OR gate array 
10. The outputs of exclusive-OR gate array 10 are con- 
nected to the flip-flops 50 through 57. Flip-flops 50 
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through 57 provide the CRC code output on leads A The output of flip-flop 52 is connected to the input of 
through H respectively. exclusive-OR gates 16 and 17. The output of flip-flop 53 
Input bit VO is connected to an input of exclusive-OR is connected to the inputs of exclusive-OR gates 17 and 
gate 13. Input bit VI is connected to an input of exclu- 19. The output of flip-flop 54 is connected to the inputs 
sive-OR gates 12, 13 and 15. Input bit V2 is connected 5 0 f exclusive-OR gates 19, 21 and 23. The output of 
to an input of exclusive-OR gates 15 and 18. Input bit flip-flop 55 is connected to the inputs of exclusive-OR 
V3 is connected to an input of exclusive-OR gates 18 g ates u m ^ 21. The output of flip-flop 56 is connected 
and 20. Input bit V4 is connected to an input of exclu- t0 the 0 f exclusive-OR gates 25 and 28. The 
sive-OR gates 20, 22 and 24. Input bit V5 is connected outpm of flip-flop 57 is connected to inputs of exclusi ve- 
to an input of exclusive-OR gates 11 and 22. Input bit 10 0R gaSje& 33 m $ 30, 

V6 is connected to an input of exclusive-OR #ites 12 Tab]e j depicts the pr0 g re ssion of states for each 

and 26. Input bit V7 is connected to an input of exclu- mp _ no? so through 57 corresponding respectively to 

sive-OR gates 29 and 24. outputs A through H. From their initial states during 
The output of exclusive-OR gate 11 is connected to ^ ^ &fter d ht M les 

an input of exclusive-OR gate 35. The output of exclu- 15 J . ^ M CRC ^ {s 

sive-OR gate 12 is connected to an input of exclusive- £ 0 f flip-flops 50 through 57 with 

^^•3ia3K2R?» ^frs A t ri ,hHa "' i " 8tlockeyck 

The output of exclusive-OR gate 14 is connected to "ght «* the CRC out P uts - 

inputs of exclusive-OR gates 27 and 28. The output of 20 TABLE 1 

exclusive-OR gate 15 is connected to an input of exclu- flip-flop states for eight clock cycles " 

sive-OR gate 29. The output of exclusive-OR gate 16 is SERIAL 

connected to an input of exclusive-OR gate 30. The clock input shift register flip-flops 
output of exclusive-OR gate 17 is connected to an input 
of exclusive-OR gate 31. The output of exclusive-OR 25 
gate 18 is connected to an input of ,.exclusive-OR gate 
31. The outputs of exclusive-OR gates 19 and 20 are 
connected to inputs of exclusive-OR gate 32. The out- 
puts of exclusive-OR gates 21 and 22 are connected to 
an input of exclusive-OR gates 33. The outputs of exclu- 30 
sive-OR gate 23 and 24 are connected to inputs of exclu- 
sive-OR gate 34. 

The output of exclusive-OR gate 35 is connected to NOT£; 

an input of exclusive-OR gate 41. The output of exclu- j, « H ", + v, 

sive-OR gate 36 is connected to an input of exclusive- 35 k,*= b, + j, 

OR gate 42. The output of exclusive-OR gate 37 is L '° °' + h 

38 is connected to an input of flip-flop 53. The output of outputs of shift registers A though H aft er eight clock 
exclusive-OR gate 39 is connected to an input of exclu- 40 cycles are the values of the CRC code for 8-bit parallel 
sive-OR gate 42. The output of exclusive-OR gate 40 is circuitry shown in FIG. 2. The clock cycle number is 
connected to inputs of exclusive-OR gates 41 and 43. shown in the first column. The next column indicates 

The output of exclusive-OR gate 25 is connected to the particular data bit of interest. The shift register 

an input of exclusive-OR gate 36. The output of exclu- flip-flops are labeled A through H across the top of the 

sive-OR gate 26 is connected to an input of exclusive- 45 table. For the 8-bit parallel example, the value of the 

OR gate 37. The output of exclusive-OR gate 27 is shift register flip-flops A through H of interest is the 

connected to an input of exclusive-OR gate 35. The value for clock cycle eight. For example, the value of 

output of exclusive-OR gate 28 is connected to an input shift register A for the final CRC code is J7. It can be 

of exclusive-OR gate 37. The output of exclusive-OR seen that J7 is equal to H7 exclusive-ORed with V7. 

gates 29 and 30 are connected to inputs of exclusive-OR 50 Expanding H7 from the table it is equal to L6, L6 is 

gate 38. The output of exclusive-OR gate 31 is con- equal to G6 exclusive-ORed with J6. By continually 

nected to inputs of exclusive-OR gate 40 and flip-flop expanding out each term, it will be seen that A8 is equal 

54. The output of exclusive-OR gate 32 is connected to t0 A0+B0+CO+D- 

the input of flip-flop 55. The output of exclusive-OR O+EO+FO+H0+VO+V2+V3+V4+V5+V6+V7. 
gate 33 is connected to the inputs of exclusive-OR gate 55 where is an exclusive-OR operation. 

39 and flip-flop 56. The output of exclusive-OR gate 34 
is connected to an input of exclusive-OR gate 40. 

The output of exclusive-OR gate 41 is connected to ai^aZ oot no + vo + v\ 

the input of flip-flop 50. The output of exclusive-OR Ai = n = FO + G0 + m+VQ+v\ + vi 

gate 42 is connected to the input of flip-flop 51. The 60 ^4 = /3»£D + K) + fl) + O0 + /ro+M)+^ + w+ w 

output of exclusive-OR gate 43 is connected to the input ^5 = y4 = zx> + £D + fo + ao + ifo+W)+n + vi-± ^ 

° ra^Ki through 57 have their clock inputs con- ^6 - js + « + go + i»+ w + vi/ ^ 

nected to the clock lead. Also, flip-flops 50 through 57 _^ rv ,^ r ^^ Ijn ^ I>nj 

have their reset inputs connected to the reset lead. 65 " - * = ko + oo + dq + eo + H) + go + ho + h) + 

The output of flip-flop 50 is connected to an input of w+w+ra+w+w+w 
exclusive-OR gate 14. The output of flip-flop 51 is con- = *>+a> + D0 + «> + fl>+(»+w + w + 

nected to inputs of exclusive-OR gates 14, 16 and 25. W + K4 + vs + Vb 
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-continued 

/n+B0 + a) + £» + £0 + H) + G0-i-V1 + 



Similarly for CRC code bits B8 through H8 they are 
given expanded in the following equations: 



B% - Al = i 



C8 = #T7 = , 



10 

J0 + O) + «) + £D + /U + G0 + H + F2 + 

W + + + FB 
^6 + /7 + J5 + /7 = >4O + » + C?0 + V\ + 

W + P6 15 

^4 + J5»^3 + ^ = OD + Z)0+F4+F5 

4 40 + fiO + CO + ZX) + £0 + C?0 + flO + K> + 
n+K5+K4+W+FB+F7 



£8 
G8 



- JW ■ 



20 



25 



35 



40 



As can be seen from the above, each bit is defined in 
terms of exclusive-OR's of input bits along with inter- 
mediate states generated by the CRC circuit. 

Thus, as can be seen, the CRC code generation for- 
merly took eight clock cycles in the serial CRC imple- 
mentation now takes one clock cycle during this 8-bit 
parallel implementation. The circuit looks ahead 8 bits 
at a time compared to the serial implementation. Thus, 30 
it can seen that the circuit is approximately 8 times 
faster than a similar serial circuit. Further, since many 
systems store data in bytes or multiples of bytes rather 
than serially, the CRC generator is naturally adaptable 
to byte or multiple byte system orientations. CRCs may 
be generated on B-bits, 16-bits, 24-bits, 32-bits, etc. This 
parallel CRC generation results in a much higher bit 
transfer rate for digital hardware than could be previ- 
ously achieved with a serial CRC generating circuit. 

Referring to FIG. 3, a generalized method for creat- 
ing a parallel CRC generator circuit is shown. This 
method is initiated with the start block and as a result, 
block 61 is entered. Block 60 determines the preferred 
generator polynomial. The maximum exponent of the 
generator polynomial is the number of flip-flops (K) in 45 
a linear feedback shift register implementation of the 
CRC circuit Block 61 selects the number of bits for the 
parallel CRC circuit. N is a product of the prime factors 
of K. Since most processors and memories are orga- 
nized by a number of bytes (8 bits), multiples of bytes 50 
are typically selected for the parallel CRC circuit gen- 
eration. 

The CRC circuit of n bits is expressed as a linear 
feedback serial circuit of n bits according to the follow- 
ing generator polynomial. 



Where *'+" represents an exclusive-OR operation and 
n the number of bits, block 62. 

Then the serial CRC circuit is converted to a parallel 
CRC circuit of n bits, block 63. Well-known logic trans- 
formation techniques may be applied to the serial circuit 
in order to produce a parallel CRC circuit version. This 
parallel CRC circuit effectively "looks ahead" n bits. 

Next, an equation is derived for each of the n-output 
bits of the parallel CRC, block 64. These equations are 
the final state of each of a series of flip-flops being de- 



fined in terms of the initial data inputs to the circuit and 
the initial states of the flip-flops. The parallel CRC 
circuit is then expressed as an exclusive-OR gate array 
with output flip-flops, block 65. Then, each of the previ- 
ously derived equations for the final output of these 
flip-flops is minimized according to known Boolean 
algebra techniques, block 66. The process is completed. 

As can be seen from the above, not only is a parallel 
CRC circuit produced as a result of the above method, 
a minimal number of exclusive-OR gates also result. 
This keeps the hardware required by the circuitry to a 
minimum in addition, there is one output flip-flop for 
each CRC bit The configuration will contain n flip- 
flops. 

Although the preferred embodiment of the invention 
has been illustrated, and that form described in detail, it 
will be readily apparent to those skilled in the art that 
various modifications may be made therein without 
departing from the spirit of the invention or from the 
scope of the appended claims. 
What is claimed is: 

1. A parallel Cyclic Redundancy Check (CRC) 
generator/checker circuit for providing N-bit parallel 
CRC code output from an N-bit parallel data input of a 
digital source, said parallel CRC generator circuit com- 
prising: 

a plurality of exclusive-OR gating means connected 
to said digital source and said gating means operat- 
ing in response to said N-bit parallel data input to 
produce a plurality of binary outputs according to 
a predefined generating polynomial function; 
said plurality of exclusive-OR gating means includ- 
ing; 

a plurality of first exclusive-OR gating means con- 
nected to said digital source via said N-bit paral- 
lel data input; 
a plurality of second exclusive-OR gating means 
connected to said pjurality of first exclusive-OR 
gating means, to said digital source and to said 
latching means; 
a plurality of third exclusive-OR gating means 
connected to said pluralities of first and second 
exclusive-OR gating means and to said plurality 
of latching means; and 
a plurality of fourth exclusive-OR gating means 
connected between said plurality of third exclu- 
sive-OR gating means and said plurality of latch- 
ing means; and 
a plurality of latching means connected to said gating 
means and said latching operating to store certain 
ones of said plurality of binary outputs representing 
said N-bit parallel CRC code. 

2. A parallel CRC generator/checker circuit as 
claimed in claim 1, wherein said plurality of latching 
means includes a plurality of flip-flop means. 

3. A parallel CRC generator/checker circuit as 
claimed in claim 2, wherein said plurality of flip-flop 
means includes N flip-flops, each flip-flop producing 1 

60 bit of said N-bit parallel CRC code. 

4. A parallel CRC generator/checker circuit as 
claimed in claim 3, wherein there is further included: 

means for resetting connected to each of said N flip- 
flops, said means for resetting operating to place 
each of said N flip-flops in a predetermined initial 
state; and 

means for clocking connected to each of said plural- 
ity of N flip-flops, said means for clocking causing 
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each of said flip-flops to store a corresponding bit 
of said N bits of parallel CRC code. 

5. A parallel CRC generator/checker circuit as 
claimed in claim 1, wherein said plurality of parallel 
binary outputs are produced according to said prede- 
fined generating polynomial function 

where n=N the number of parallel bits of CRC code; 
and is an exclusive-OR operation. 

6. A method for generating N bits of parallel CRC 
code output from an N-bit parallel data input, said 
method including the steps of: 

expressing a serial linear feedback CRC circuit of N 
bits according to a predefined generating polyno- 
mial function; 

converting said expressed serial CRC circuit to a 
parallel circuit of length N-bits; 

deriving equations for each of said N bits of parallel 
CRC code from said N bits of parallel data input; 
and 



expressing said parallel CRC circuit with an array of 
exclusive-OR gates and flip-flops according to said 
predefined generating polynomial function. 

7. A method for generating N-bit parallel CRC code 
5 as claimed in claim 6, wherein there is further included 

the step of selecting a number of bits (N) for said paral- 
lel CRC circuit. 

8. A method for generating N-bit parallel CRC code 
as claimed in claim 7, wherein there is further included 

10 the step of nwumizing the parallel CRC circuit utilizing 
Boolean algebra techniques. 

9. A method for generating N-bit parallel CRC code 
as claimed in claim 10, wherein there is further included 
the step of using for said predefined generating polyno- 

15 mial function 

f\X)=P n X n +P n -\X n -*+. . . +P } X+Pq 

where n=N the number of parallel bits of CRC code; 
20 and "+ n is an exclusive-OR operation. 

10. A method for generating N-bit parallel CRC code 
as claimed in claim 6, wherein there is further included 
the step of detennining a preferred generator polyno- 
mial function wherein the order of said preferred gener- 

25 ator polynomial function =K and N is a product of the 
prime factors of K. 

***** 
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